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Insight

Using the coronavirus pandemic as an opportunity, fraudsters are using sophisticated methods to callously exploit people, with many
concerned about their financial situation and the state of the economy. Some scams manipulate innocent victims, urging people to invest and
take advantage of the financial downturn. Others impersonate well-known subscription services to get people to part with their cash and
personal information. Criminals are even posing as representatives from the NHS Test and Trace service in an effort to trick people into giving
away their personal details. Details of some of the scams are below.

HOLIDAY SCAMS

As criminals look to take advantage of
uncertainty around coronavirus travel
restrictions and cancellations, staff should
be on the lookout for holiday scams
including fake caravan and motorhome
listings, refund offers and travel deals.

FINANCIAL SCAMS

• fake government emails designed to

PAYPAL PHISHING SCAMS

TICKET SCAMS

Emails asking that people update or check
the security settings of their account by
clicking a link in the email. The links lead to
genuine-looking websites that are actually
phishing sites designed to steal personal
and financial information.

With pubs, restaurants, cinemas and
museums reopening with social distancing
measures, demand for online tickets and
reservations is likely to be high. Fake
ticketing websites are known to be active
in this area.

HEALTH SCAMS

adverts for COVID-related
products such as hand sanitizer and
face masks which do not exist

• fake emails and texts claiming to be from TV

look like they are legitimate offering
grants of up to £7,500

• scam emails which offer access to

• Fake NHS Test and Trace emails and

subscription services payment details online
during the lockdown

COVID-19 relief funds

• official-looking emails offering a council tax reduction

• fake

LOCKDOWN SCAMS

links claiming that the recipient has
been in contact with someone diagnosed with COVID-19 (see previous
page for dos and don'ts)

Licensing

• emails asking people to update their TV

• creating fake profiles on social media and
online dating websites

SCAMS - TAKE 5 ADVICE
Stop: Take a moment to stop and think before parting with
your money or information could keep you safe.
Challenge: Could it be fake? It’s OK to reject, refuse or ignore any requests. Only criminals will try to rush or panic
you.
Protect: Contact your bank immediately if you think you’ve
fallen for a scam and report it to Action Fraud.

REMEMBER: If it sounds too good to be true, it probably is

NHS CASE: NHS ACCOUNTANT JAILED FOR FRAUD
A senior NHS accountant abused his position of trust to steal thousands of pounds from NHS Supply Chain. The accountant
discovered a flaw in the payment system which he exploited, stealing more than £58,000 over a ten-month period. He used the
money to pay off credit cards he had used for gambling, pay for a holiday in Cyprus, spent £1,800 at a portrait studio,
clothes, a helicopter flight for his unknowing wife, and towards a deposit for a house in Scotland. The court heard
he started working at NHS Supply Chain in 2011 and, in 2013, held the position of financial controller where he was
highly trusted. He moved to Scotland with his wife, who knew nothing of his activities, and left NHS
Supply Chain in June 2016. After leaving, anomalies were found between June 2015 and
March 2016, amounting to £58,404. These anomalies were traced back to him and
he attended a voluntary interview in August 2019. Jailing him for 18
months the judge commended him for his early guilty plea
which saved the court unnecessary time
and expense.

ALERT: INSTAGRAM SCAM
During June 2020, Action Fraud received 164 reports from individuals falling victim to fraudulent investment schemes,
commonly referred to as a ‘money flipping’ service offered by users on the Instagram social media platform. These reports have
amounted to a combined financial loss of £358,809.Fraudsters approach (or are approached by) victims via the instant messaging feature
of the platform after advertising their service. They claim to only require an initial investment of a few hundred pounds which they say will
be used to trade on the stock market or to buy and trade foreign currency (Forex) until they have multiplied the investment several times
within a matter of days which is paid to the victim after a small commission is deducted for the service. In reality, once the initial
investment has been transferred the victim is given a series of excuses as to why their money and ‘profits’ cannot be returned unless
more money is sent. Eventually all contact is severed and the victim is blocked by the suspect. Victims are usually requested to send the
money by bank transfer or through a cryptocurrency platform which means it is nearly impossible to retrieve. Whilst individual financial
losses from this fraud are comparably smaller than other types of fraudulent investment schemes, this fraud targets a younger
demographic, typically aged between 20 and 30, with less savings or those who are financially vulnerable and are searching for a quick
and easy way to make money. Spot the signs:
Unsolicited offers: A common tactic used by criminals is to
promote “investment” opportunities via social media accounts,
promising large returns from a small up-front payment. Never
respond to any requests to send money, or have money transferred through your account, by someone you don’t know and
trust.
Seek advice first: Speak with a trusted friend or family members,
and seek independent professional advice before making significant financial decisions.

Investment opportunities: Don’t be rushed into making an
investment. Remember, legitimate organisations will never
pressure you into making a transaction on the spot.

FCA register: Use the Financial Conduct Authority’s (FCA) register
to check if the company is regulated by the FCA. If you deal with a
firm (or individual) that isn’t regulated, you may not be covered
by the Financial Ombudsman Service (FOS) if things go wrong and
you lose your money. For more information about how to invest
safely, please visit: https://www.fca.org.uk/scamsmart

NON NHS CASE: SUSPENDED SENTENCE FOR HULL BUSINESSMAN IN £300K FRAUD
A respected businessman’s passion for his rugby club proved his undoing after he was almost jailed for fraudulently
obtaining £300,000 from a charitable foundation. The man had set up a successful wealth management company in 2009 and built up an
A-list client base of celebrities and sports stars. Although he had considerable assets, he did not have access to a lot of cash. After taking
on the management of a client’s charitable foundation set up to help fund Great Ormond Street
Hospital and Cancer Research, he saw an opportunity to gain immediate cash to help with his personal projects. The client, then a 79-year
-old woman, had put over £1million into the foundation. He set up a bank account which
allowed him to make withdrawals from the foundation and, not only failed to consult with
“I am devastated and this left
the other trustee, but even forged her signature. Between January 1 2018 and March 31
me more cautious and less
2018, he began making withdrawals which totalled £300,000. A further two attempts were
made to withdraw £100,000 on each occasion. When he was contacted by the bank to
trusting of people and I am
query the client’s signature, he told them she suffered from Parkinson’s Disease and her
sorry to feel that way.”
handwriting could be shaky. The explanation was accepted by the bank. On February 1 2018
Victim Statement
he withdrew £75,000 from the account and then withdrew the same amount three more
times that month. In March there were two further attempts to withdraw £100,000. In
August 2018, the client was shown the form for the bank account and confirmed it was not her signature and she did not recognise the
form. Her solicitors carried out a review of the foundation which uncovered the fraud and forgery. The suspect was twice interviewed by
the police but gave ‘no comment’ each time. His victim, now 81, provided a victim impact statement. In it she said: “I did not discover
there had been no charity donations made for some time and when I found out I was horrified and distressed. It is distressing to think I
had been misled. I trusted his judgement. It has caused me significant worry and upset. I think time and again about how I have been
betrayed. I am devastated and this left me more cautious and less trusting of people and I am sorry to feel that way.” In his defence, his
solicitor told the court all the money has since been repaid, with interest, so no one has lost out. He was handed a two-year prison
sentence, suspended for two years, for each offence to run concurrently. He will also have to carry out 300 hours of unpaid work.

COVID FRAUDSTER JAILED: FAKE GOVERNMENT REFUNDS
The Crown Prosecution Service has warned the public to beware of fraudsters
exploiting the COVID-19 pandemic after a man was today jailed for 30 weeks
for offering fake Government refunds. Mohammed Khan, 20, sent more than
one thousand texts claiming to be from the authorities offering refunds to
people as part of the Government’s response to the pandemic. He obtained
191 sets of personal details and used 49 for fraud. The total loss to his victims
was £10,019.17. One text message read: ‘UKGOV: You are eligible for a Tax
Refund as a result of the COVID-19 pandemic. Please fill out the following
form so that we can process your refund.’ Andrew Penhale, Head of the
Specialist Fraud Division at the CPS, said: “As law enforcement agencies see a
rise in people exploiting the Coronavirus crisis to commit fraud, the CPS
continues to evolve its response to the challenges we all face.“Our
prosecutors are prepared for any potential increase in fraud-related files for
us to consider, and are focused on our essential work to keep the public safe.
“If you think you have been a victim you should contact your bank and report anything suspicious to the police or Action
Fraud.” Khan’s call data showed that he had sent out 1,200 such text messages over two days. The messages contained links
to fraudulent websites which looked identical to the real ones. Recipients were told to go to these and enter their personal
details including their name, address, card security number, mother’s maiden name and passwords. Khan also faked messages
from mobile phone company Three UK. He sent customers a message that read: ‘Due to the current pandemic we are issuing a
refund for your last bill. Please verify your details so we can process your refund.’ He pleaded guilty at an earlier hearing to
fraud and the possession of articles for use in the course of fraud between 22 March and 9 May, 2020. Patricia Deighan,
Crown Advocate at the CPS, said: “This was a manipulative and pre-meditated fraud that affected at least 49 victims who lost
money. “When police arrested him at his home, he initially claimed to have lost his phone. But when officers called his
number, they could hear the phone ringing and Khan later pointed out that the handset was outside on the balcony. “I hope
this sentence serves as a reminder that the CPS will work with criminal justice partners to root out and prosecute fraudsters at
every opportunity.”

