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1. Purpose of Document
This document defines the core information and communications technology considerations when
implementing ICT systems for use on the Authority data network. It provides the basis upon which suppliers
and contractors can define equipment configuration and operating standards.
The document outlines decision areas that must be considered to successfully commission and implement
ICT solutions which will run on the Authority data network or infrastructure.
The document will be updated from time to time as the requirements of the Authority, legislation,
standards and technology change.
Suppliers must provide detailed solution responses to each requirement, and where other regulatory
requirements conflict, appropriate solutions must be provided to allow the installation to conform with the
expectations relevant industry standards. This will include compliance and current certification with the
ISO for the relevant set of standards to the service or component supplied, or an equally recognised
standard such as CESG or IASME.
Where compliance to these standards is not possible for the whole service the supplier must be able to
demonstrate component level compliance with the component level service for example, HL7, DICOM, and
FIPS.
The solution must allow the Authority to comply with all relevant CareCERT requirements, as issued from
time to time.

1.2 Scope
This document covers:







End User Devices; for example, processor and memory
Security Considerations; for example, antivirus compatibility
Server Configuration; for example, service resilience
Core Infrastructure; for example, networking
Peripheral Considerations; for example, printing
Approved Standards; for example, SCCI, or ISO

2. End User Devices
All Desktop, Laptop and Tablet devices must be issued by the Authority, where there are regulatory
issues preventing this, these must be explicitly referenced and confirmation provided that the detailed
requirements will be supported. End user devices will be installed with no lower than Microsoft
Windows 7 Professional Operating System and maintained to the Authority standards by Authority ICT
Staff. Where alternate operating systems are required, these must be specified and compliance
proposals provided for prior agreement with the Authority. The Authority standard web browser is MS
Internet Explorer v11.
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Authority desktop PCs will be supplied with no less than 4GB of RAM, Intel Core 2 Duo processor, 80GB
Hard drive, 19” TFT monitor and 10/100/1000 Ethernet. Laptop and Tablet devices will vary.
When this is not possible or when the device has embedded computer hardware or software then the
following specification must be adhered to unless agreed with the Authority ICT Department.
This agreement should be obtained not only before the procurement process is completed but also
before any trial equipment is used within the Authority campus or with any Authority Data.
Where the Authority has not supplied end user devices, the supplier must warrant that when the
expected life cycle of the device hardware is greater than the expected life cycle of the operating system
or supplied software then an upgrade will be provided to Authority as part of the support
arrangements.
2.1 Virtual Desktop Technologies
The Authority operate a number of thin client devices and currently deliver services using Citrix
technology. Software and systems must be cable of being deployed using desktop virtualisation
technologies. Any known limitations in solution functionality, such as USB pass through, driver
compatibility, licence restrictions or high performance graphics must be specified in detail by the
supplier.
2.2 Software Requirements
The Authority will not run unsupported software on its estate. The supplier will identify any client side
plugins, such as Java, Silverlight, Adobe Flash, Shockwave, including version numbers, if their software
is dependent on it.
2.3 Peripheral Requirements
The Authority operates a combination of monochrome and colour LaserJet printers, directly connected
to individual host devices by USB. Networked Multi-Function Devices are also in use across the Trust,
linked to a central print server. The default preference is the use of the Networked Multi-Function
Devices. Suppliers will identify any specialist printers, drivers, system fonts, or protocols required to
operate their software.

3. IT Security
All supplied operating systems included embedded operating systems must be compatible with and
allow the installation of the Authority IT security protection software, which is currently McAfee
endpoint 10.
All devices that are to be connected to the Authority data or telephony network and any devices that
may contain any sensitive data must only run software and operating systems for which security
patches are made available. All currently available security patches must be applied on a schedule
appropriate to the severity of the risk that they mitigate. This will include the ability to automatically
receive and install all critical operating system updates at point of operating system vendor release.
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All unnecessary software and operating system services should be disabled and prevented from auto
running, and only Authority approved client software that is essential to the specified purpose of the
device can be installed.
All devices must where appropriate support encryption both at disk level and when transporting data,
this is for wired and wireless connections and is with particular reference to insecure services such as
Telnet, FTP, SNMP, POP, and IMAP which must be replaced by their encrypted equivalents. When disk
encryption is performed by the supplier then all encryption/decryption keys must be made available to
the Authority.
When authentication to the device is not managed by the Authority then Password/Passphrase
complexity must meet Trust Standards. For high privileged accounts then these passwords must include
15 characters of upper and lower case as well as special characters and numbers, at a minimum.
Authority ICT services must be informed of all locally created user and system accounts.
Suppliers should also be aware that the Authority does not allow the use of local administrator accounts
on any client device and suppliers should provide a list of all services with the relevant privilege
requirement so that the Authority can adhere to its least privilege policy.
All suppliers must either demonstrate regular vulnerability testing of any managed and supplier
maintained equipment or allow the Authority to test as part of its vulnerability management plans.
These tests will take place with support from the supplier and at a time convenient with the service
utilising the devices, these support services must be fully included in all support proposal.
The Authority does not allow any fixed or removable media that does or may have contained any
sensitive data to leave its control without that media being encrypted or wiped and certified using a
UKAS accredited method. When maintenance or repair of devices is required to take place outside of
Authority premises then assurance must be given by the supplier that these procedures have been
completed before the device is removed from site.

4. ICT Server and Datacentre Minimum Requirements
The current Authority system architecture is built upon a combined infrastructure using Cisco and
DellEMC platforms with Cisco UCS B200 based blade solutions providing compute and DellEMC VNX
and Isilon providing storage tiers.
For any locally hosted systems the primary system site will be at the Authority Tier 3 Data Centre, all
server hosting outside a datacentre location is prohibited. If there is a requirement for replication or
distribution these components will be located in the Authority secondary data centre. In the
architecture, all components will be deployed in the primary locations (with space allocated in the
secondary site for recoverability), physically separated to ensure data recovery in a disaster situation.
4.1 Storage Area Network Component
The shared storage will use the Authority preferred array which is currently DellEMC VNX. This is to
provide the block storage for virtual environments, and is shared across the production workloads for
the Authority. This includes tiered storage for performance and DellEMC RecoverPoint for replication.
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For each datacentre there are redundant Fibre Channel SAN switches and Cisco 6248 Fabric
interconnects that provide connectivity between the SAN storage and the VMware servers hosted on
the compute platform.
The required virtual machines (VM) will be defined with a minimum requirement in terms of vCPU,
vRAM, all VM are thin provisioned unless other requirements are specified
File Storage will be held on DellEMC Isilon, replicated between datacentres and managed by the Trust.

4.2 Server Component
The server infrastructure provided by the Authority is based on Cisco UCS Chassis 5108 and B200 blade
servers, combined with VMware ESXi 5.5.0 and vSphere software to enable a virtual server cluster.
The virtual machines are protected with VMware High Availability ensuring they are recovered quickly
in the event of host’s failure.
The minimum virtual machine version supported by the Authority is version 8, along with VMWare Tools
Version 9.0.5 and VMXNET3 network adaptor profiles. Minimum supported Microsoft Windows Server
version is currently2008R2 and Microsoft SQL Server 2008R2.
4.3 Network Component
The Authority is responsible for providing all network capabilities between the Trust primary and
secondary site and to the satellite sites and client devices, any specific requirements must be agreed
with the Authority.
The Authority provides 10Gbps redundant links between the Authority primary site and secondary site
for successful synchronous replication, any specific requirements must be agreed with the Authority.

5. Disaster Recovery
The supplier will work with the Authority to document the Disaster Recovery (DR) process with the
infrastructure to support the integration into the standard DR plans in the Authority.
The Authority will ensure there is synchronous replication for both the file and block storage. The use
of VMware Site Recovery Manager (SRM) will be implemented if required to automate and test the
failover of the replicated virtual Machines in a DR scenario. The block and file will be replicated across
sites using DellEMC SyncIQ and RecoverPoint replication technology.
The Authority will use their existing DellEMC Avamar software for local Virtual Machine backup.
Snapshots will also be taken and managed by the Authority for any scheduled maintenance. This
provides point in time application and VM recovery for the proposed solution.
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6. Standards
The Supplier must ensure that any subcontract(s) with its subcontractor(s) conform to NHS and industry
standards and as such standards evolve and emerge and are issued by NHS England or any of its
authorised bodies including but not limited to NHS Digital and the Standardisation Committee for Care
Information. The Contractor shall include and ensure in all appropriate subcontract(s) with its
subcontractor(s) that the subcontractor will use these standards in the development of future releases
of the Services.
The Supplier acknowledges that the definitive source for NHS and social care standards and
amendments to them is the Standardisation Committee for Care Information (SCCI). The definitive
source for British (BS), European (CEN) or International (ISO) standards and amendments to them is the
British Standards Institution (www.bsigroup.co.uk).
Unless otherwise agreed by the Authority, the Supplier shall and include in any subcontract(s) with its
subcontractor(s) that the solution comply with latest approved versions of the standards in this Section
without further charge to the Authority.
If the Authority requires the Supplier to implement additional standards, then this shall be requested
using the agreed Change Control Procedure.
6.1 Release Management
The Supplier shall include and in any appropriate subcontract(s) with its subcontractor(s) that it
assesses new and amended Authority standards as part of the requirements definition for a new
release. The release definition shall detail the standards the new release will comply with and indicate
where it will not.
The Supplier shall and include in any appropriate subcontract(s) with its subcontractor(s) that it is stated
the compliance of the new release with the relevant Compliance Requirements given below.
Should the Supplier reasonably believe that adoption of any standard conflicts with any other obligation
under this Agreement, then the Contractor shall request direction from the Authority.
Any other variation from the standards must be agreed by the Authority as part of the design and
development of an update to the Services. The variation must be explicitly stated and agreed by the
Authority.
6.2 Audit
The Supplier shall on reasonable request provide the Authority with documents showing how standards
have been implemented in the provision of the Services.
If the Authority finds that the Services do not comply with a standard where compliance has been
agreed as part of the release, then this will be raised as a defect.
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6.3 Compliance with relevant standards
The Supplier shall and include in any subcontract(s) with its subcontractor(s) that the solution complies
with the relevant standards from those stated in Appendix 1 for the provision of the Services.
The Supplier shall include and in any appropriate subcontract(s) with its subcontractor(s) that the
solution complies with the all relevant standards approved by the SCCI.
The supplier must provide a response to the compliance with all standards listed in Appendix 1 and in
addition provide detail of all other relevant standards to which the solution complies.
6.4 Draft Standards
The Supplier acknowledges that a number of standards are in development. The Supplier shall and
include in any subcontract(s) with its subcontractor(s) that the solution complies with the relevant
standards once they are approved and comply with the timescales for inclusion of such standards
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Appendix 1 - Standards
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